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1.4.2 ayAaylcoAamTcZDalJzeZiziéeRReLIeZNAZ|CS2C2S

8AGe6, 4;380ze0BayCaztazZaelCer giijNaliczSer e Utid; desle DRALIATEAG (4R e Tre NAES G ATz Y

0 L

D . ——

K

ejL 88
8

Nl | |
g

el Aiz&iijNelJL iy AdytelL 2 TLeZD Triz Y 2 UziijRiijLacCaTriz Y a6liijL dzGaymad’ §iijNasCatEéa
4SN MSP all{ayAstiaisiazcealciAes Zogmal) ze ZiiijNPKI @ RRi; ZazEay AcszaLUcZDezhiz; iijLéSte ATAA A
8Es4674Sti7Z e me Y AR CiayOc; SczllczDezGeZDal RASYiijLéCecime Triz Ve CieénaO8AR UL AAC

PKI erAazgééAaRSaeIJ 72dDaSN MSP aeRRa()ZazEgZyaulJ aL§eC‘gZDngaRLaACPKI
arsaCRayAaylaRmcL GeRRi; ZeAE AAT a6CE¢AARSe6yad’ ZaylaRNgszangZDaRrelNerAéZﬁaz‘ aACaRei
aféaCRaTEazUzeOéﬁRIOJ9213eSﬁéacNalacaaRRa(,ZaIEaLUeal aAT
aE§aoZazEaTEazUzeTrang i SQZU aylaSlazZaRCayOeAEuJ LeeTraZYanzalj RiijL; aeYrecna£aazngDaACM‘
AFEARFEINSFARZNAZ] ie .naRYayzaNzaIUeSt,(;‘S(;zIJ (;ZDaeLRaSYaAC

6l el SuznztsaEsa7EetiyNesZizZeeCaLiaRgaAC
1.4.3 azAazLeaeYFi PKis?

aEnéSeaszcaAes 2 U iijLPKIiijL a:Yr'eiyAgzDaaRRa()Zg‘ S¢zIJasL aEleAZa;Ea‘gZDazSeATgl SebA=llfa
PKI eLmelJLiZE HTTPS aymcZDS - deCadlJeClalI[We-
batRegLaZlayEéYEefze e UGaliijNALZaRfeCatsczRi; £¢ TI42E PKI
®lécatifiasCaeiseGlaRiéiiezRAAC

Certificate
Authority

request certificate
Certificate | | |
» o-|l|l| public key

ReVOCation LSt issue certificate ﬁ = o

2| 57 [3

Principal

Certificate

I
De
I

- |&
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*3EnéS&aszcaAes; @ UiijLPKIiijL ¢ZDeeAct #3ACPKI ¢ TsefAizeé¢ AdR Sl zedDezDa L RiijNerAize
¢ZDefAizeaz§4ijCal.UsaliijLCRLIijL ANEARACIAAR D gme Uiz TLerAdzeaACerAizeecnaz§aijCeZDa0§a7
aNzaIUeS(,g‘ ngIJ aylazEazEaeYr'ayAayleAZa;qu‘ ngIJ i1j Néi(’SCa(,IegUazO PKI

aeaGaGEaeIegac(’SaﬂaRDaylg‘ngIJ aRCayOeAEazNeUt gZDé’l(’SI.f ﬁEleAZa£a11]Néiﬁga(’iaﬂaRSayCaIJ [aNzai0
PKI gZDa§z9qu§ééfEazeaRL MSP ﬁfEauZeIdayyeGle@AaAC

PKI=lIL4ZZ4ytaEsé T6ee Act diijZ

o eTramUerAd7e

* AEHANZe08§éYtaNZ

o efA#Zeé¢ ARSI Z2dD

o az§aijCerAizeal Usal

&6r a;LSazﬁaeiéglgﬁg,§§quég§ay1§I PKI ¢ZDa§7caAdRgiijNaeCadlld; feCsizEegiaZt 4d Ze£Za1UcZD
aFEdijZae Y iaytijmeTZ¢ZDEAL NI aAC

1.4.4 =TramUerAazeiijLDigital CertificatesiijL

ee'[ralfjerAazca:YraNEalv{nayAaaanéa‘ SazNazngyaE§gZDasdzeAgaeijaeacﬁAéaeIJAayygTing)erA

X.509 standard aaaGaGEgZDuJNaz§arsaaYrert azUaEAeoyarzgnnayL a—:UzngaedDayngDeznaz‘er@aaCEe:EZn
Doe alJ147T¢L 23, N FOO aEﬁéRngDaljZé6aeCleUlauea i1Ji 113NeCcazLarEaelGaeazaudaRreC [aFSelJL 4y Ady

SUBJECT a$de A giijNaEGaAijayziyNiijZCc=US, ST=Michigan,
L=Detroit, O=FO0O Corporatlon, ou= Accountlng, CN=John Doe
/UID=123456aACJohn gZDerAazeeu§aZUgZDezﬁaz‘ erAaCLgZyalj ij aAT

aoCaRrazeaeRRa(JZaE§eT6gZDa£aaeAraeIééaneYO John &Yf JohniACéZd’47E SUBJECT
ad’ UiijNX.509 2iGAGESGNee Y Il &, Lad' ZaL.AcZDasde A §iijNAELS! el SiznieidéZEiymaEsafCayNAaZ,

Mary Maorris

i

¢
i
i
i
1
i

)

e£Ziayte TramUefAiZee RRe£FZEARMARNA Mary ¢ZD3;Sa7Ni77aACMary
xYrerserAizecZDiyzemiijNctAAGzeY (cd'7¢ZD SUBJECT =UGzllieY cd 7i7EaEsizO
Mary ¢ZDaEséT6:7NasdaACaeCi; izl AegAiijNefAizeé GNe£ Y =lIL i; Lad ZaLi¢ZDasde AgaAC=ITAEGr
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eIJAe@Aaeﬂa:]ﬁRgZDeeYnij NMary ¢ZDzL A=lJL é’léda:Ageé‘ aRfazsa £c TIcgrayzak AAfE¢Z D Tiame et
arsaRrazeaRSazUazzasng ZaEuerAaZ@azeerAaeYOaEﬁéir’laz‘ aACaRle@A CA
iflef Ae§Ri7ZAEciAifae ATASL aEliTjLeDReAlx Ya6CeGlanscZDeg Aizzcm; ARMATESSEiijLiijNizzi; Té
- 86CxAzeYiaEaelJl Mary ¢ZDéCEirZ¢L 73674542 AgaACATE Mary ¢ZD  X.509
efAizeegEiayzaeUdesTeZt @ T7cZDa TiamUeznizi et AGZAC
1.4.5 éiNerA & aERANZ & éYraNZiijLAuthentication & Public keys

and Private KeysiijL

6INRFARE§ Gl AFAGNa T @ AgallIAGL A6 AZi£a6GNe Y féldayyéCmee AcZDeeCatiaACe iz éINet

Doee£ZeqN ees§eA21ij NeANaylzeYraAGaEgeAEaACaeLI”JeAEeelcaRéérizeieert 1ijNa@CzedIJ

O /2 ANOTT] oY \z220

John ¢77;; aaRSazanAaeIazaeuLeeAruJNa‘ 4aR7eC; eeC§§aoa£IaoCaIJ 13.1] aeGSef,GglNaylaesqaeIJ LeénaEiaz0s

i70=b AlfayEessiijNa TramUcm; ARme )75 tiee AxsCafRijR CijOx UzeNEelIL 4y d aytarEciARE
6YtéS8aSN¢Zyar TaEnéSeazNeUt ¢ZDaTriy A Agae Y i £46L aEI6AZifazl RiyzaRieCicZDaEséToé

Mary's [

£ s Signed version
0I‘Ig1m| oﬂmmem
document
Az I was \ Az I was \
going to St going to 5t VEYi‘fyil‘lg
7 Ives, I met Ives, I met P

Mary Morris a man with a man with P"m:lpa]

seven cats; seven cats;

each cat each cat

had seven had seven

kittens. kittens.

Signature
xoRgle | Qrm (xazvRZQgla)

verified as authentic

Tampered using public key
& = version of
document
N . As I was \
o-rn Mary’s public key g
. Ives, I met
a man with
eight cats;
each cat
had en .
:53-_ Z:: Signature
i {X13vRZQql41)
X13vRZQgl41 O'I'I'I incorrect according to

public key

allayEéiccZDi; NamR aymiijNayza7E6INefA iz UcZDaGLae AfiijNMarry
aj£cTlazU¢ZDggAéSeallletiLe AfayhazgcTSayAdytcm; aRmiijN¢DiaRO4dzUarEeréetiLe AféZDak.aal fedL:

1.4.6 éfAazeécAaRSalJzadDiijLCertificate AuthoritiesiijL

emiaeCaClel AclJ NaLrgZDuJ NeAZe£GgTs§§Zgz§a£aazngD&ICalAan zaedDayzaEﬁﬁRSangZDaeTl
X.509 aeaGaGEgZDaLééfEelNerAaeTraerrAazegZDa, ca1J an NazugTserAazeecAaRSaeIJ ZEElelJLCAll]L a
CA =Y1izSeAT¢;SA6L AE[amRe66¢ZDayye s AczDel RECIALEiijNaClaReCaRteit 2£Giy AizZaeiTe; CatA
4SN Comodo cmL; cmL2aAC
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o=|( .
_{3_ Certificate
O-m Authority
U
:. ;. ........... >
issue signed

certificates

erAazeecAaRéaaIJ zaedDaRSaylalv(NaRCayéeAEaLEaRS erAazeaACe;EZazZerAaze;gTs
CA e£Zea¢NaeTralUglcaRanLal§a ‘£9Tl CA gZDggAeSeujL 11]NazuarandeZEaRCayOeAanOaEuaEﬁé§ &
CA11]LazuayTg§eeA§angZDaEﬁéSelle 11]NaoCaRraze11J LeAZe£GelNerA CA
alJ laRCayOeAEerAcazgangZDglG aRluJL’ gZya£qu’ za6ZaRCayOeAEeeYréiyOaEuerAazq:ayngDaEneSegZ
CA ¢3AéSEaACaZAemd 1ijNAGCaziaRf478aEEA Se6d ef AxiseGliymaRNAR CiyOe AEz (e AfcZDegSe L §4.
azNaodayLﬁjNCAaaIJ neznaz§aeIJ L ayAaerrAazelijNaRraZeaz£ae §ZeéuabeaACe£Z,aEAeoy9Ts

z 2 ~ v

all laNzaIUeSGeobg i oayan NeerRaylenge@AayOg, SczlJ azSangZDaRCayOeAEeC iélTAReAdy Adytezni
CA aeIegzZaRCayOeAEééAaRSeeTralUéanZ@aACe£ZaeYr CA
'aiyigi]v)gi(u}élicayOeAEaeRRa(JZaRrelNéana’[ralUéiﬁaz, gZDa§zgaAaAC

seaz CAiijNayméUt CA aSNagaazzéS¢iijLRoot CAs, Intermediate CAs and Chains
of TrustiijL

CA =1L ayd’ggllijZaeaz CA agNaylefIt CAaACgTsaz(”)zeaz CAlijLSymantecﬁjN—
GeotrustglL’ iy a£EeazarEaaTrazeaz;EeoagZDéanzea(SL’ AEI&1) raLEaRngZazSeATg; SngeeLouNaZaaEId’ a
CA aylaaYraeIJL’ éASgREgZDaACe£ZaZZaerUt CA gZDerAaZ@aRrazeaaYrgTsaaaZ CA
ecAaRSgZI/)uvﬂ}Iaz§aRrazeaeYraR@ayAayleUt elJ zzedDééAaRSgZDuJ Ne£ZzeaueS ()ayngDazza‘ T
CA gZDaL§eC.aylazEaRraiéé(il’ CA gZDaL§eC jall lzeRRa(,ZaoL’ aEleeAggZDaRNeeUue;EZeaNzeL’ rasT
AAT djfaedler zerAazggZDgzDgzGaRrazeaeTba£CaIJ i ‘£ngayleUt CA aAT
aoCeZRaLﬁéiEaeaz CA QZDa @ngglNazmgNa@CaadIJ aEuaRUaLra‘ $aSmiijNAGCiijZamsARE& Tt djtifaizzéS
CA aRUaLra, saSanNaLZalsaoxlNazeeeAarRacUad 73aAC

------
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RCA signs ICA1 |CAT signs ICA2 ICAZ signs ICA3
. certificate certificate certificate
RCA signs
own
certificate
Intermediate
Yellow certificates Green certificates Blue certificates Grey certificates
signed by RCA signed by ICAL signed by ICA2 signed by ICA3
i£i776S; AzzcANAL iz CA ARE iy AaiEayméUr CA
7NayEiijNaRee ASCAGRSefAdzecZD aymeUt CA elerRazOniz
CA eLUaRU=iz CA dfqizz¢cZDaymeUt CAAACayméUr CA

aliealad ZezDezGécAaRSefAdZee UtieRRH; Za7EA01ad gcZDcAteet ze A giijNe£Zarzi70az7¢iNaR fe OL el
i; NaeCiijNeCliijZeINALiiymaRNcZDezDezGaR e C; i £ TTaymaRN¢ZDae iz

CA  =LUiymiRNayméUt¢ZD  CA  HEimt =lJL¢IA¢ZyaRN¢ZD=id7CA AT
e£7¢11§¢ZDaRUAEs#70¢;S¢z1IcZDENAxsCaAC

Fabric CA

eméeYiaZaiyz  CA  éldayyéGCmeeAiijNFabric  @RRi;ZazEayAaytaEEc;6¢ZD
CA ¢zDiziiijNaEA6yeClal{eClcZDaNzaiUéS ¢ Sczlliymal.Zaz7
CAaACe£ZijtezDizi aAT SCAgEIAYZ fabric-caiijNa Y fijAijtcg A=llL iz
CA ®RRi; ZeAFEiijNeCjad §c6acREAE G211 X.509 efAiizedj¢aijR¢ZD
Fabric aRCiyOAEcZDa TramUezniz aAC¢T$i20 Fabric-CA
& Y4674t CAiijNiyzcZDae Yizzaets Fabric ¢ZDxiz CA

1A 2$CiijNaZizemd 36CelTnerneUdesTeRR A Z¢TTazOxRegl a7 HymcZDiay A Li/eGak 4, £¢ TicZD
SSL ¢fAizeaAC¢DieANiijN¢Tsa704£Eéazee ATl CA =idcbacRE iz, iijl amsi; £a1) 1 tNef TecOra¢Cymiijl
ca dRfiazécTlelgeRR4; ZASNcSacRE cadACi; £c TIAERAES/ATEAyZeaze L Uajmé Ut CAxléeRR 4, Ze7hiz et/

deCaedl)i;ad;d fabric-ca ®D§AEYelccZDefliijNaRfiz86AZe£G CA =UGzacchaet.C
zldizEegteZt 4d ZaAC

1.4.7 eérAazeaz§aijCalUealiijLCertificate Revocation ListsiijL

efAizeaz§4ijCAL URaliijLCRLIiL &; La6z2 Y ScREgE - 46CaRte Yiay AdyterAizecZDaijTe TIAL Uzafiijy
CA 4784ijCaACaeCadll2ClaZdeCseUGcniaijAad t ¢ZDATEazUal) 22 Z1iijNCRL
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4;ScinayL e UzeCsétNerAdReidy AeUz¢ZDezniz; e UtiiijNasCéeUAEL et Ax§86¢ASRS
CA ¢ZD CRLiijN4z8¢asifiaEGerAdzeeiael]L eAAREETAAACEINeF AL AR iyme Yiéida; UAOzec Ae§s
CRLiijN4;Eze YieCedlJizUiznijme£Z2404AZ1ijN4zU4znars4ijZAES cI Az O8aRUdyme Y Oe 71z cZDECOE:

Certificate Validating Impersonating
Authority Principal Principal

A evakec
revoked

certificate
P TR— & =
Certificate .

Revocation List o—

]
]
1]
i

> 7] (&) 7] (B°] @

4;£cTI CRL 40zcasitierAizeizmeDielIL 2 TLAACieCadlJAAGAESe AR TAZ, afEe Ude TLe TimUeT.
eru&:§leeDR11] NééﬁéRLeTAgZDerAazeayOerAazce;EGzeIJ § aylaeYr’eiyAaZdazNaACéﬁééiRLeTAgZDerAa

AAT 46CaznéAZe£GaE Gz Uizzi; IeeUzalj Reale YOiE iz Yia6NaEl=lIL ®TLcZDerAdzeaACe£Ziy0et Gell
CRL ¢ZD¢zEet CiijNerticC7aGzaAC

gOraIJ 1a3Clé’u°1§nggIJ NaLF PKI a@Ca i TeAZe£Ga£acazzeS(,aeRRa(,ZaRrelNerA ZDezniz;iijNayN&yAem
AATaAT aoCauZerEaLnaNzaIUe&g ,S(;zIJ ayngDgzDngaeLRaSYaAC

eeAizEegtaZt ad Z&EsizO=LRASYeziiz icZDifazAfiijNefae§scll N&EsizO MSP
¢ZDzeCafieAgeUGzataAC

1.5 eLRaSYaEscsz
a@CaadIJ aj aausc;zRae§egIJ NaZEeznaZ, g§z<;z§gnaeLC11]LIdent1tyu]E 113 iNi; aausngazEegcazE
PKI =Y aeCi Talllifaizz6S dymeRRi; ZaRFéINefA¢ZDe iz ¢ ZDaACcOralNIes! oL SuaziclINCIINe£Z477
e£7 4t Y1i4ijZaS Y e lJmik.aeRR 4, ZATEiijLMSPiijL ¢ ZDa; 11Tl aAT
46CefEALAASH7Zaiz CA ASNiyméUt CA &¢hifaizzizéemd @647 ifaiz7388cZDaymel RASYiijNi, N:
CA =l 2iCiyzaEli2LRASYéCAARS =1L 2 TLe7kdz;iijNeLUe AEiijNéAZayycZDaAZaesTe Y iéAZe£Giyd
MSPcZDeCiat.ZiaymizEazEal{a20aLUaG7eiAe Yic; SczlJaRCiyjOe ARz Ué¢SéAS2 L RASYAAC

MSP dRfiaz&efEALAARCayORABAR R C 4l eNCAZt AEE=LU
MSP el AaiééangDgiDgiGlijLa£aaZ2a§ §1ijL’ 1ijLacNa¢C MSP

goagREaSYllj NgzDngngaLEa:LRaSYnJL’ aymel 6&:1] TgZDgL’ 73678 gSeL’ $iijNaziiayzc; SczITASNEESEASG
MSP gZDa i Cal_] iRiijL aACafzcml ek.CcCriijNeséer léAEaSNaocaeLﬁai§ angzt ebd ®lJnallf
MSP aoda(JNuJLaz§g gfayzaeIJ nalJ¥ MSP 1ijL1ij Nazea(,£aIJ leAZeAS gZDayLayNanGazNad’ UelNerAaEugz[

oV £ 2 v 2. PR NS D2 2N

MSP &Rfiz8efEALAaGSe¢AaREETACZDe iz aLUeahleeeLSaznaIJ leznaz‘ erAeeYOgnaeLCayleoleoze£Ge£z

eeLSazngllaROagZer@ngeolééﬁzaeIJ nalraSNeécSEAS MSPaACcOFANIGT el SizizldeZt 4d ZaIJTR6126
MSP ¢ZDiyAeLnaAZzsTaAC
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1.5.1 afEMSPaeYaarDalLiczDc¢zGiijLMapping MSPs to Organiza-
tionsiijL

ayAaylgzDngaeYr'ayAaylaRUg(’iagREgZD&LRaSYeZEaRLnJNaoCaRrazeaCReulaZ (aEnaRyéCeazLac
MSP ayNgoagREaEﬁmLRaSYaACéfuae§laeDR11JNe£ZayOaIJ | X.509
efAizee3DeNCiymasZazL ¢ZD¢zDezGaeCattiymaRNiijNe£ZcCzel SizicimiROijZe61062aAC

gzDngayO MSP  #2NéUt (;ZDzeOSateeAgaE§g§za‘£a¢,UaIJ lgzDngaZNaROaSlaRl
MSP aeYraeYOeeZngDuJ NalJiad gad’ ZzeTraeT£gerElg i oayluJNaeClaljZaRSgOre£Zaylgzq:aoZaACa¢Na@C
ORG1 aRféC‘aeIJ | ayAaylaRlayz ORGI1-MSP gZD MSPaACaIJ lee§RazZacCEaE;ayNuJNgZDngaRreC‘eIJA
AAT abNa@CuJNecSeASngaanIJ lgzDngazNeUt el zc“;eazNeIdayyaylaRNc;ZDayZaLa‘eANeC‘ aACallletZc;
MSP azugZyazTaIJ 14S; i iRmasCiztieYielJL @DRAZL gZDnJ NacNa@CuJNORGZ-
MSP-NATIONAL  4SN  ORG2-MSP-GOVERNMENT  3ACefZizéealciAalll  ORG2
xdzifaizzel RaSYayNiijNelJLUcIAiRmiy?  NATIONAL  ¢ZDETAATGE¢SEASHEZEARE.
GOVERNMENT ¢ZD¢ZSc¢6aé¢SéASAAC

Single set of members

ORG2.MSP.NATIONAL Members for national sales

ORG2.MSP.INTERNATIONAL Members for international sales

ORG2.MSP.GOVERNMENT Members for government sales

ayLaansng’zazEgzDnggZDayd’gglaylaRNgZD MSP
eElg‘oaAannayAggleElg‘oaengdz MSP aSNgzDngaZNeUt gZDaEyadNaE§g§z aAT

MSP ngaanzceqlaEuaeIJ L47;461iijNaZ;6ZEaSNa T£az1aEscszcZDaymiR N¢zDezGaZéa; SAAC

1.5.2 ¢zDczGamTaECaSN MSPiijLOrganizational Units and MSP-
siijL’

ayAaylgzDngngayyecnaLEzeLRad’ ZaylgzDngalTa | 1] LOU11JL’ 11]NaerRaylgzDngalTa méCiet §et
¢zD¢zGaRfeC ‘aRNeeUl’iaEuzeIJL’ ORG1-MANUFACTURING aSN ORGI1-
DISTRIBUTION OU azeaRlaeYae£ZangNngnNgZDayZaLa‘nglaACa‘S CA ééAaRS X.509
erAaZ@anouNerAazcayngD ou aanao;arEaeNGaoZefééZﬁaz‘aeL A&sdcZDiyZakacz£aAC

@LSizicimaRO4ijZ¢INALY OU @ YieOgaLluaNzaiUéS ¢ SczllaymezDezGaeLRAS Y ¢ZDaACH; NaeCijl
ORGI-MANUFACTURING OU ¢ZDeziiiz; e meCjad §e6£6Ubx§Ray16CSEASITNeAN=IgeGt
ORG1-DISTRIBUTION ¢ZDai.ZiymeC;aAC

2lJAaROIIjNasCiziie Il e Utiz§aRazéc Tse ATcZ§ iymeZDiymaRNezDezGe Tl lsaNzaL Eafze UziijNe
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OU =lJL¢C7e 74, 628 TIaACAINIe£Zc smae CEAELyNiijNAymARN¢ZD¢zDezGiyzizEa el Rifaiz76SiijN:
CA 4SNiyméUt CA i1ijN#;E6ACA; SallfaLE¢Em OU a§8§izéefEALnzfRiyiczDezGeZDel RASYaACel Siziii:
MSP zi2asdcOre£ZiayAcCzaAC

1.5.3 slJnalJiazéaRLécSéAS MSP

MSP azeayd’ coma;caij RangOraIJ laNié’tIUech, S(;ZIJ ayluj ZecSeAS éEmc; Giij LééSeASMSPmL’ iijNz&:
MSP11JL’ aAClocal MSP 4672471 azEeLCngnJ LPeer LU
aEOSaZReLCgCZiijE aSNzl.RaS YIIJ La‘ £<;T1aS jazd’ éaNgZDg6agREaSYaeLUa i £ng SDK
gZDaoc&LﬁgﬁfﬁiTQTlQlNaZRuﬂj ﬁACaarRayleLCgCié’lSNngeeLﬁéC‘ 4£E8a7467471 ayAaylaaIJ nalJt
MSPiijNaZaidy736CA6Zaz1 a7Eef Al {erécz3aL AASNECSEAScZDiayEayNe UGHzNAd UsEte L ¢6acRE=LT

gZyaRluJNecSeAS MSP 467421 azEééSeASgzgaLngZDgoagREaRLaRCayOeAEaeICeZRaACaRCayOe
MSPaACecSeAS angZDafiglL’ eLCngaSNé(Séét meABSEAL laEsaiﬁgZyaRNgZDecSeAS
MSP &3EaZ, iijNaziiay Temd AROCiad §emicade [ALAG76¢SEASARCiyOeAEIACe£ZeDRASsciAdeCaedl
MSP éi£qézzés(;éNEﬁRﬁéIJlaeyééASéElg;6'ayléACéﬁ@éLZaeiééGléfégZDgZGéiﬁéz;gZDéiid’aeYSéfEééﬁaeNg
®IJHAUTASNECSEAS MSP #zNéUt ¢ZDiyzee AANZALnaymalla70a6CazicZDak.§C;iijNe AN a20461

A

Local MSP

Local MSP

ORGL1.MSP

\ORGL.MSP
Rootl,

\ORG2.MSP \ORG1.MSP
\RgctCAs \RootCAs

\ORG2 .MSP
\BootChs

\ORG2.MSP
\RootCAs

\ORG1.M8P
HRoot

RCAL
\IntChs

RCAZ RCA1
\IntCAs \IntChAs

RCA2
\IntChs

RCA2Z

RCAL
NIatChs

peer’s local peer’s local *
filesystem filesystem

-— C —

Y Local copy of

channel palicy

Local copy of
channel policy

“.. instantiate : instantiate .

\ORG1.MSP
\RoOLCAS.
RCAL
\IntChs

\ORG2.MSP
\RootChs
RCA2
\IntCAs

ORG1.MSP

ORG2.MSP

Global MSPs

Channel policy

celJriall raS’]\vfceydéAS MSPGAC cerléayhifz’glL eLC géngﬁafqaZZa §§ u'jL’aé Nagé gZDgz'ézijL’g:Tfafz’glL et
MSPll]Lad NéeC ORG1 LU 0RG2ll]L’&é’ZazL’aAngDngaI]lééSeASayngDeqlgd’zéAZefGarEgzDnggZD
MSP GNEGRyiall. le’c’SeASaylceIéaé’ngmACad NagC ll]NereaZé gZDecSeA§gTs ORGI G4SN
ORG?2 ¢6acREGAC¢sziiijijc ZDaO§ALZEAC c Tliz O¢ i SciliijNeGéor meAEGSNe Tl LiiiijNii EiyZic GAcmTeie g/

®IJNAlF MSP 4zEAlLJ laEfié’tZTnggZDeLCngaaLUngaaLugZDzeUGaZfig§zgz§ ayLa6ZaZL’ aACAZAzmd ii
MSPaACi; Eaean]NgTsazOééSeAS MSP aRrngazOééSeASayngDete AzlJL éLCngi’ijNaZaee-d’ 46Cazii
MSP a1]ZeAZe£GaE§éfE96Uae§TaIJ lééSeASayngDaerRayleLCnggZDanGazug§zgz§ayLaodaGNaNUazu&
MSP ¢ZDAL f21JiiiijNa;EéAze; SayLiijNECSEAS MSP & YicTsé¢SéAS=LUgiSeallcit ebd’ ¢ZDaAC

2ClaRC;ijZaR ScOFiijNEAZe£Ga §&cITNaNZAIUES ¢6acREAS Y 461 e¢Eaziasdi; NaN Uz ZzeCaR Lg
MSP ¢ZDi£cTieUz4ijRa; LellL ay6ak.IiijNaeCayt.aZ, =L Acd 7aAC

goquEaSY B éAZ&£G RCA1 aLdzeﬂgZDeznaz,aOze£dzeOeeLCnguJNéiﬁélYaClaIJ [ lJHALY
MSP aylaACa, S B éfIaZc all leLCngayLéifSL’ &CBaZ72C; i aRngchDeeUuaAZuJN

eL.C¢CriijZet Az §éelInalli MSPiijN ORG1-MSP,4026fA46d B & YaReclI§¢ZDeY i ORG1

v v v v

6GNcZD2l RaSYaAC2L RAE§6INGFAIROAEAEA G e£R2aNASL 6CEAS izd’ dAC2 08y N2iiijNB
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ayN2l)ZalJi6¢SéASayE.a6di; NaNUeZ72CiaRLereaACAZaay 76 £ 72 Y 166SEAScZZALACZD 2 Smi; 1JiijNz2L A
MSP3AC

ad 3aGlaR 7823 CArSALITTjNECSEAS MSP arsaCRECSEASeInezniyAxite Y fiyAiitéAze; SczSedDal

1.5.4 MSP cmlczg

6¢SéASEyO=IINALF MSP #zNéUt gZDaLEasCaRlaeYﬁaiEgilv)c;ZGgoagf{EeeIJ nalietDezRcZDEINAzS(

MSP e ganzad’DaanylaRNgz gaLneeYreeIJ | ayoaLl’ gZDuJ Neanz gali MSP
ad’ DaanyOg, S¢zlIJ 96quEaeIJ L aE§eU6ecY11JNeANeCCa‘ nggaLngZD MSP

ad’ DgREg gAeeIJ Le eznaz‘ e;DzezRgoa,gREaACMSPaIJ laarRaylgoquEgz gaLneC i eeYraljzaLﬁzeAggZD
- 46CaznagEéazayrc; SczlliijNécSéASiijNarzeml ek CoCriijNAESRFERECcCzaSNe Tlel 6462420 3AC

Blockchain Network

Local MSP @ channel
| @ Membership
Services Provider
(VRS ORGZ.MSP IR - C S — o
eer
ORG1.MSP | RCAL u
Global M5Ps
T - Orderer

Certificate Authority

MSP ¢z236LiaACaricmLaSNescermeAECZD MSP e Yiwllitalli¢ZDiiiNeANECSéAS¢ZD
MSPiijLANE@Niic;Scz11éEme j 66SeASTifLalTIreécSéAScZDew L Al L RC iy O AEiZNe Ut GEsiznaACallla
ORG1  ¢6q¢REiijNiEaRedyAdytazT¢TIcINGZRéCSEASGRi¢TS  ORGI  GSN  ORG2
c6acREGACpeer ~ ¢LCcCiwYF  ORG2 cZDel RaSYéazicTSaEiic6acRECIATiiNeAN

ORG1 c6acRECIA orderer e£CcCZaACORGI dfqizieléeGl
RCAI éCAGRS¢ZDeé iz [iijNeAN ORG?2 dfqizieléeGt RCA2
6CAGRScZDezniiz ;aACeriwesle DRiijNe£ ZiiZew Yicac REe %z iijNdRme Yid EeFAGRFizécdac RE£Z:iE 7 ¢7 D
ORG1 ¢6qcRE¢ScilJeUiiiiiNORG2.MSP (iZ§aRizéamyYalllizO¢;SczlJa6ZizL iymaAC

e ¢;S¢zll MSPiiji.Network MSPiijLiijZ¢;Scz1TéEmc; 6 AAT

6AZe£Ga67471 ARCiayOeAE¢zD¢zG MSP d78aRE:£7:47 72 RASYiymaStizZal RaSY 2l 2iCal g&
. ééSeAS MSPnjLChannel MSPlijL’lijZecSeASth aeLd’aEuae’LRaSYgZD MSP

MSP ayLayNanGaylégéeGLééSeASaeT£gan6ZazL’ aiEerAeC jad’ §aRCayOecSeAS angZDae§RazZ
chaincode aACeruae§laeDR11]NgoagREecSeASgZDaaICeZRayOgoagREg‘ SczlIéEme;666S6ASTTLael Ui
- eruaRCeYanNeIcaE§azO ROLE asdaeAggZDéfSléfiiuJL aAC

o afzcml MSPiij] LPeer MSPiijjL 1ijZaeld elJnallf MSP alllzfRayt
Peer gZDanGazug§zgz§ ayLaoZazL il NazuayT&rRayl Peer
6CllL; ayAaylMSPa6dabNaACaaneeCa;EgayLeoanNaoCaeL’ zc“;éaNc;ZDaL§eC i ayOecSeAS
MSP a6NaEicZyaRNiijNéZRALlGizladzt2 Y a6CizE¢ACeTIa7046747146C¢ZD  Peer
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eL.CcCziymaACay Adyti; NamRa YiiijNagCadllee Aalll Peer E.CeCz46L ¢ chaincode
¢ZDefliijNéCeizle£Ze YiélIAeeA¢zREEG Peer MSP &OLaiCerDiijicZDaAC
* Orderer MSPiijZafsaCR Peer MSP iy AealiijN orderer MSP

2§ Y3624z alllenalieb.CeCze UGizticszez§iymcZDaACARN 401N orderer
MSP  iz§eYiechamTiytczDezGal Ad6ZizL1ijNaZ1emd iijNazE=IJL 4y Adyjt  MSP
28614 TARCayOeAE2L UaRUifaizzcZDek.CcCzaAC

1.5.5 MSP ¢zSadDiijLMSP StructureiijL

ALFcZGAL miyzemCiijNeClatsczRCITNALF MSP dymelJASGmeeAcZDiyd dyteeAct de Yid;£¢T1
CA ¢ZDegDeNCeaiécasasZ¢ZyazTezDezGiaymeZDaR CiyOe AE2L UsL.C¢Czel RaS YetDiijaACHE Y{ii]

HIE AL B8

o7 || o= | (&)

Root CAs Organizational Revoked Keystore TLS
Units Certificates {private Intermediate
Intermediate - Signing keys) TLS CAs
CAs Administrators Certificates Root CAs

ayLaZé @Y, 4 cd ’Zvasza:IJnaIJr MSP agCa [ TemYaClalllelJiallieU Gazu§§zgz§aylaACar, goqecSeA§
MSP ¢ZD¢L1'¢RE¢zSeedDdziiimioNaElde Comd 1ijNii | EG6C izme Diice YiciyAdivtcymé TZe UzaijReeléay 66 LD iz

emcaeCi; i deel Acll NaLrgZDnJ NMSP =] aZIaylecAgt’ 3aACal ngoa i ngSzedDayleACeZSe£ZazZaE(
MSP anggreeYraeazeeUGazuad zanggrnJNzﬁrRaylaleeUGazuad’zazceal MSP
éEmc;6¢ZDiymaRNAECct 13AC
o0l 2l SizieZt efeczEallteRRe£ie£ 74772 UGizGad ziijNcIINcIIN&SCaziiayzazAdzLéGmee AAAC
e Root CAsiijZemd 2UGiziGad 2aNEARAcIAséiaedz CA  ifaizzcZDizéealizEaEd
MSP dEscszcZD X.509 eGlemy aRmefAiizeaACemd MSP
2UGiziad ziymaLEéaze GsarSelIl ay Adyteiz CA X.509 efAizeaAC
e£Z2 Y felJAéCmee AcZDaUGHzIAd ZiijNAZi§7a6CeiGefEel A=llL AEGizUefAlizeaf Eéazeise Gl
. ayleUt CA11JLIntermed1ate CAquIJnJZereanGailiad’ zaNEaRngzDnga;Eqazzg:ZDayleUt
CA gZD X.509 erAazeaLUeaJaACaerRaylerAaZ@eC a£Eeangs MSP
iymcZDiayAdytedz CA glcg,quNasLUeAEgTsaRUaaﬁi CA ifqizzcZDiyméUt CA
cm; ¢;83AC
th’égCaIJrgIJNaLrgZyarzaZOgZyaZngDngngaadDa,£ngayleUt CAlijNaerIDJt
CA iRfeC; i azcealgzDnggZDaylaRNgzEaLEuJNzeLngDngzeIJ Nezniij Lac Na(;CuJ NaTanZ

CA ngazngDnggZDeznaz i goagREnJL’ dACal laRanAg gleeCEaE;ayNujNaRrazea i £9Tl
CA a$CatiaczSedDiyme; Ci OgZDayleUt CA zidealed 7¢zDe¢zGezEALEAACAIT [e£76GN2ClaRfizéa
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MSP éEmg;62lJA;saddettcZDeZt 4d Zifae AfaACetaesleDRiijNARRC 2 lIL 4y Adytesael L dz24]
CA ¢ZDak.§eCi¢iScalliijNalTle£Z¢ sme CEaEL:yNiijNemd 2 UGiziad zaiE4yzcl 27aAC

ayanaz CA 2UGizad 24y A=dtiijNemd 2 UGHzGad 2467421 azEa£EeazaanylecAaRSéfA'ai@aeL’lé(
CA3AC

« ¢zD¢7GamTAECiijLOrganizational Units (OUs)nJL’11JZ£’16CaznaLUaIJ i
SFABRIC_CFG_PATH/ msp /confi g- yamlanGaZuayluJNé’lil’iaNEaRnayAaylgzDngalTaECaL[
MSP =L AazééangDgzDnggZDayAeClaLEaACa‘ SaaClayNaaIJ ZaFEczDezGeZDalRASY6ZRAL iy

OU ¢ZD¢zD¢zGaeUtiijNe£ZayAcCzard dEdeJL ¢ TIaAC

&NGasZ ouU @Y HREAL ¢ZDAACieCadl=1IHAL UG
OUiijNéCeizlel: A=lJL ¢ZDeznizi6CjaijZa Y i MSP ayngDayAaSY

AAT  aRReAdzhidzjeYieénedz CA  =LUijméUr CA =L ASCASRS  AAT
e£ZAiEiijZeénegEayzczDezGeZDiayAaSYaAC

* ¢6acREASYiijLAdministratorsiijLiijZe£Zayte UGiziad ziymaNEaR A4 EczDezGiaymae I ¢6acREAS Y
MSP ¢$74dNiijNeUGiziad ziymaz TeréelIL iy Adyte L Uad Ziyt X.509
2iGAGEcZDefAdzeaACAAIjE; UzsieDRcZDa YiiijNeZ;¢Diiz§RiytaR CiyOe AEAEG2IIL ¢6a¢REAS?
ORG1-MANUFACTURING ¢ZD¢6acREASY 2lIL @iCaizak de UrcZDczDezGALI6ESEASHymiijNEAN
ORG1-DISTRIBUTION ¢ZD¢6acREASY Al ZzsazlIL emd 2iCéZRAAC
arjc6a X.509 erAaZ@aEuaeIJL’ ROLE é’lédzeAglijLacNa@Cu]N NGa6ZaRCijOeAEz Yic6acREAS YiijL
ou asdznggZDngeATgszalj1]11JNa¢C$dIJ 46CA08CRAGZAZL aATaAT
&NGeZD2 YR CiayOeAEalTi¢zDezGiymeZDi me; 53AC

aeCadl] ééSeASaeTf,ganEAééiyazza‘ IgzDnguJLaeLUgL’ Zé’léZgzDnguJL’ gZDgéquEaSYaeIJ L 2iCe

ROLE &3SeLsiz§aijZetaeTLiijLaeCadlla YictacREASYegSeL scZDefliij aACEAZe£Get Zc sme Uza
« a78aijCerAizeiijLRevoked CertificatesiijLiijZagCadlJARCayOe AEcZDezniz; aisecénaSd ¢ TAiijNaLZ

aAT eANzymeY fez1iz ez AAT i€ limY allemd = UGHzGAd Z4ymaACa74704§7420

X.509 aeaGaGEgZDeznaz jelgert 11]Nayza i SecYarEeSeaeaGerEgn@uJLSubJ ect Key

Identifier SKIuJL’aSNaeICeZRé6£eraeaGerEgn@uJLAuthorlty Access Identifier AK-
i gZDalUgn@aysarzaeYrgqoeod’ efEefAdZeelTREAAREETACZDAEsé T6aCmeiAGAC

emd AL UealallizeeCattiytayO CA ¢ZDefAiizexSd ¢ TAALUealiijLCR-
LiijL ¢ZyaRNiijNi;EasCiyzee A=iL ARLALIamY ¢ZD= Yi¢czD¢7Gaz§4ijCiijZaS Yifae AFAACAZdemd s
MSP ¢6acREASYaRf 286 AZe£GaZt & Ut CRL aymcZD CA

wl86AZe£Gaz£eSme Uz3ijRa£16A§eSd ¢ TAczDezGiymeZDegSeL se LUL.CcCzaACe£ZayIaAIALU

. eLCngeznaz i 11] iLNode IdentltquL’ iijZeréeUGiziad zaNEaRneLCnggZDéir’laz‘ 11JNal§ayOKeystore
AAT ¢ZRAROARfizEa1TIINef A Uiz izembel Ad; USLicZDizd &Y S¢ZDesd dRfe TEcmUarzaE (e Ze
efée UGiziad zarzazO=ITHALIF MSP &Y a£ESITA¢ZDiijNaziay TerseL.CeCzagEéazaRt=lIL iy Ayt
X.509 efAdzeaACasCaymcTIaz06CSEASMSPAAC

« 4fEANZ¢ZDKeyStoreiijLKeyStore for Private KeyiijL iijZeféeUGiziad ze Yiayzarzoml LUz OSa7Re
MSPiij gZDaeIJ NAJYMSPAGZiz1 gZDlijNﬁiﬁayTaNEaRneLCgCZQZIV)QI(J aRlarEeSeéACaEId’ afEES&:
Node Identlty 2UGiziad ZaylaNEaRnQZDeLCngeznaz i arEgaAaNzeEluJNazungazOglcg, SeTremo
AAT d; NaeCom; ¢ $izd Y Sazze664Zaad miijNu; T4y zesd aRié Y tiadtcZDay AéCIALEZAC

v oz

eféeUGHziad zafZelJRAllF MSP zeYragzaLuzeAggZDnJNazuayTa;EEea;aNEaRnayAalegA Cay,
peer eL.CcCzallL cSacREt éazngDngzeLuaAC
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6AZ6AS  MSP  ¢ZDéFmc;siymiNExNiemd éCIALEIjNAZa4i76AZéAS  MSP
2UlalllzRR4; Zezicsz¢ZDezniz; tNerAAL.§eCjiijNeANdyme Yicm; ¢;5eCiak.ZaAC

« TLS @iz CAiijLTLS Root CAiijLiijZemd 2 UGiziad zaNEaRAeféczDezGifaizzcZDe TTa70
TLS éAZifacZDwiz CA ¢ZDeGlcm; ARmX.509efAdzeal UealaACTLS
6AZifacZDiayAsyti; NamRae Yiarzoml eE.CcCzéIJAse Ae£deO8alie0Sa7ReECcCizdi; £a6CaRfiz&a
MSPTLS a£qaaAracuL’ aRLg i ngIJ aEEgZDeLCgCZ'ﬁJNaI§arzglL’ eE.C¢CzaSN208a7ReE.CeCriijNe AN
aAT a7T¢TicINazZRaSN¢EacREASYAAC

emd 2UGiziad zijmifEéazeGsarSelI L ay Ay TLS2d2CA X.509efAizeaAC
« TLS #yméUt CAIiijLTLS Intermediate CAiijLiijZzmd 2UGiziad ZANEAR¢TSemd’
MSP aicealgZDQZDQZG'&!E@H@ZDQT]&ZO TLS eAZafﬁquDaLUezﬂayleUt CAerAaze
CA3ACS; SaTanZ CA ngazngDnggZD TLS erAazganouNaeld eUGiziad z¢L zaLnzlIL ¢ TIaAC
CA gSZ&l_]l]ll_]NZENGaOZaerUt TLS CA 2YREAL¢ZDIAC

@lJLABSTLScZDeZt 4d Zifaz AfiijNefaimTaCzend 4d DaAC

deCedlleClaiséYEeizemd 2 UGealizEaREAEsi70 Identity
ng)aeﬁGaea‘ciijNaeClazTerea()Lae, allfzONzRa Hyperledger Fabric
yleznaz, aSNzeLRaSYaEg@ngDauea‘IJ anZéinaACzeClausnggIJ NalL¥ PKI aSN MSP

a@Ca i IngazOerEaLnaIJ laNzaIUech i ngIJ aymaRLa; 1) gZDaRCayOeAEaACeZd’ azE  MSP
gZDgL’ r gREaSNeAzeGSgZSaedDaLEasCad’ quNaeCle£YazEegcazEerAazg11JNaEneSe/ggAeSea§N5£QQZZéS

1.6 Peers

ayAaylaNzaIUech i ngIJ ayze@AaNEaRnazanAaaEarzglL eLCnguJ Lpeer
nodeiijL aACarzglL’ eLCngaeYrg i ngIJ aylzeIJAa§zeeIJ icZDAECct #iijNaZ44y7a6CiziaANEaRAGZEst el i

oooooo

aNzaIUech ‘ngH gZDaEuazUaECgt aa, SgDuaz§acLeGle@AuJZet @eeIJnaSNeeZiéC, ARL¢7eiijNAESeE
Hyperledger Fabric aNzaIUech, SczllaymaEdazUaECet icZDaEscszaAC

4 O @ Jee
O P2 = n peer node
() P
P> e
- N

aNzaIUeSbg i Scz1J gTsarzglL’ eLCngc;zDeeLanNeerRayleLCngeC i aRrazealYacTcet eelJNAL felJnas
N  ¢TsebeC¢Cz  PliijNP2 4SNP3 ¢zDzLRAAC  PliijNP2 aSN  P3
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aRDeGleat ebd eGlanset eellii L1 ¢ZDaddi;NaAC PliijN P2 4SN P3 #;£¢Tl chaincode
S1 ®iges£6UsazUAzAcZDer eellii L1 ¢ZDAL felJhaAC

eL.CcCzaR 178124771 NARFALITTNAA T mCiijNéCmae UréEmg; 6iijN¢ TZe GsalaéZd aACazUsznaEnaij.
APIAAC =l SiznarEalllellnayzéc Y aymefeczEazEegtet ZazZ el Imak.aaAC

1.6.1 ayAaylaEsazO=lJrermcZDermiijLA word on terminologyiijL

Hyperledger Fabric a,£nganggf’azNayz chaincode gZDaeLAzeIJ raeeCa;E;aongranzeC,aRngc
aATaAT ngaeTrzENAQZDglj UglNéfIélAuJNg(’iAangZDayAasogazcgaAarseC ieOuaRrUet @aeIJ naACAL) le£Za}
chaincodeiijNi;1aR 4286 ZR @ DRAIEAGCi Ty zeZ7eCi AR Lezeé YEeizaACe £ Z2 Y FARN Ay AdziazNiij A

v

1.6.2 etezelJnaSN ChaincodeiijLLedgers and ChaincodeiijL’

v

ol el SazneZt er@ngaIJ icl) NgIJ NarzglL’ eLCngaACaeLSaznaRrazegIJ NaLruJNarzglL eL.CcCz46C=
chaincodeaACaZt aGEgapaIJ reft 11] NeLCngaodeZanLaeL £ei; azEet @aeIJ ngZDaoda(,NaSN
chaincode gZDaoda(,NaACeruae§lzeDR11JNe£ZaIJ [ Fabric ¢ ngIJ aylzeRRaCZazEzeTEaaDRgZDaEUa i
AATAAT 26CEALAEm:I7EAmMTcCze TESZITAACeLSaztarEAL {1 nayzecYaROeIcer@ngazEegcaNzaIUeS69.

S1

L1

aricmL et CeCiw L YebqizEer el Jiiabdia; NaSN chaincode
aédi; NaACalJle£ Ziyti; NomRiiymiijNP1 wL YebqiyAdytet ewllii L1 ¢ZDaddi; NaSNiyAdiyt
chaincode S1 ngliaodaé NaACaRfizécelJLedyad Zet el JGSN chaincode

YV O s,

wL YebqallliytizzariomL i SayEaAC

¢Tsa704f7cml eLCngaaYrayRaaIJ 1aSN chaincode gZDao;anszNaZaeEId a@CeedIJ e@Aeo£ere£ZazZe
Hyperledger Fabric aNzaIUeS(,g: i ngIJ QZDeeIJAa§zaeIJ ngZDaadDazzaela,aIUaACe@UaenaaLZaZiﬁfiglL aj Sae[
chamcodeaACgllaROeeLSaznarEangIJ N&L{aLEcszet gaeYra@Ca‘ TecnaLZazngDujNazeaRL
chaincode Y aeCii; TASL e¢EAITIARNeaNiyE.cZDaAC

ad’ZeteaelJniijLMultiple LedgersiijL

eE.CcC7eCiad §xL Y ¢baad Zayter camTiijNe£ Zatzcszcz§cZDc Ateet zae A g Ll Aj6aEI AAC2ITACGA
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S2

ayAayheL’ Yg:é’czaa’ ’ZayiaLEg:szet ggZDeLCng’dACeLCngceNeaelJL’ ayAdyteLUad Ziyter ecmTiijNeeFRi
chaincodesaACallle£Ziykii; NalRaylzUNazLSaznaRrazeglJNaLf&fz’glL aps Pl
@NéwlILaLEcsiete LI SN L2 aACa/;Eng chaincode ~S1 ~ e6£éU6  Ledger
L13ACiReiyAwUzélciiiNGRizéd; £¢TI chaincode S1 ASN S2 e6£6U6 Ledger L2

ar; goaayAaylarzglL’ eLCngaoNaElaRreC; &L YcGaayAdytet exll ﬁé(’idabNuJ NeANaesa&IJ Lal Yg6a,é6
chaincodeiijN; EeAZe£Ge£Zg gleeUzaljReElg i oarzglL’ eqzeldayyg i IegAaAngIad’ gad’ ZaeTreLCngeG§an
chamcodeanaRrazeae§eeféaeLUeeZt anreLCnget eell ﬁﬁédacNaACaAlj a(,UayAaaRRgZDeeYruJNngaaLua
chamcodenJNarzglL’eLCnge;EYeeIJL’gEiae6LgZDg§zgz§ chamcodeuJNe£ZazZ chaincode
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http://hyperledger-fabric.readthedocs.io/en/latest/txflow.html
http://hyperledger-fabric.readthedocs.io/en/latest/readwrite.html
http://hyperledger-fabric.readthedocs.io/en/latest/couchdb_as_state_database.html
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